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Steps of Installation of Install Digital Signature certificate
PFX file/Hard Token
Requirement for usage of Digital signature certificate :
e Valid Digital Signature should be obtained from Third Party Vendor.
e Only class 2 or class 3 digital Signature certificates are allowed for the purpose of
registration on TRACES.
® TRACES supports downloadable pfx files as well as Crypto Tokens (Hard Token) for
Digital Signature Registration.
* However, it is advisable to use certificate downloaded on hard crypto token (USB
protection device) .
e For Hard Token based certificates, please refer manual provided by Certifying

Authority for certificate download, enrollment and usage of hard token.
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Steps for Installation of Digital Signature Certificate (.PFX file)

Organize - Install PEX Share with E-rnail Mew folder

MName Date modified Type Size

Click on the
‘Install PFX’

Install PFX

Scan for Viruses...

QOpen with...
Share with »
TextPad

@ TortoiseSVN *

Restore previous versions

Send to 3
Cut

Copy

Select .PFX Create shortcut
file Delete

Rename

Properties

| E BCLPPEB?BL.FI'}: mrr'znr[s'u PrA Personal Informati... 7 KB

. BCLPPE3TEL.plx Date modified: 9/17/20012 517 PM Date created: 7/25/2013 218 PM
E:ﬁ Personal Information Exchange Size: 6.52 KB
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Steps for Installation of Digital Signature Certificate (.PFX file)

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
ksts, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.
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Steps for Installation of Digital Signature Certificate (.PFX file)

File to Import

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange - PXCS 212 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsoft Serialized Certficate Store (.55T)

Click on

t certificate fie formats
Learn more abou Next

[ <eeck [ text> ] [ cance |
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Steps for Installation of Digital Signature Certificate (.PFX file)

Certificate Import Wizard

Password
To maintain security, the private key was protected with a password.

“Enter Valid Password, all

Type the password for the private key. by third party vendor who
Password: has issued pfx file of digital l

N

| Enable strong private key protection. You will be prompted every time the
private key is used by an appication If you enable this option.

| Mark this key as exportable, This will allow you to back up or transport your
keys at a later time,

|V Include gl extended proper ties,

Learn more about protecting provats keys
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Steps for Installation of Digital Signature Certificate (.PFX file)

Certificate Import Wizard i

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

@ Aytomatically select the certificate store based on the type of certificate]
Place all certificates in the following store

o

Learn more about cerbificate stores

ﬁ

Copyright © 2012 Income Tax Department 7



Steps for Installation of Digital Signature Certificate (.PFX file)

Certfcate Impert Wazard § 1 f, iy

Completing the Certificate Import
Wizard

z The certificate wil be imported after you dick Fingh,
v You have spechied the followng settgs:

R TER RERE R Automatcally determined by t

Conterst PFX
Fie Name Ci'\sers\Acer Desktop \Sanje
. m L)
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Steps for Installation of Digital Signature Certificate (.PFX file)

g !

Impaorting a new private exchange key -

#An application 5 oreating a Protected dtem

CryplaAP] Private Key

Securty level set to High | Set Securty Lavel. |

. Click on "Set
Cancel | | Detais., | Security Level’

Note : Feature is browser specific, depends on security settings set by admin and on
the security level set in internet options. Since, user will be asked to provide the
private key while installing the certificate, browser may not ask for key again.
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Steps for Installation of Digital Signature Certificate (.PFX file)

Imperting a ness private exchange ey 3 ]

Create a Password E

Cresie & password {o probect this fem

Creale & mew passwand far his Lem

Password fior Crypta&P| Private Key Enter Password to set high security
level and confirm Password. The same
e will be asked at the time of registration

of digital =i ture.,
Confim: . gm

Note : Feature is browser specific, depends on security settings set by admin and on
the security level set in internet options. Since, user will be asked to provide the
private key while installing the certificate, browser may not ask for key again.
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Steps for Installation of Digital Signature Certificate (.PFX file)

Importing & new prvate exchange key

An application is cresling & Proleched bem

Crypta AP Private Key Click on "OK"

=

Certificate Import Wizard
-0 The import was successful,
Click on
OK oK

[t

Note : Feature is browser specific, depends on security settings set by admin and on
the security level set in internet options. Since, user will be asked to provide the
private key while installing the certificate, browser may not ask for key again.
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Steps of Installation of Digital Signature Certificate (Hard Token)

For Hard Token based certificates, please refer manual provided by Certifying
Authority for certificate download, enrollment and usage of hard token.
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Login to TRACES

Home | About Us | Contact Us | Help | Related Links » | Login Search In » Q| alAallAl B .! English  ~

\‘)/ TDS

Centralized Processing Cell

Home Deductor

Login

TRACES

Click on help icon
next to each field
for more details

is and Correction Enabling System

For more details
on any screen,
click on Help icon

Enter userid
and password

o For Deductors:

User Id*

m If you are not yet registered in TRACES, you
may login for first time with existing User Id &

Password™

Passwaord as provided by TIN and your TAN

u If you are unable to login with TIN User Id &

TAN for Deductor /
PAN for Tax Payer®

Password, please register as new user in
TRACES

® If you are already registered in TRACES, please

login with your registered User Id, Password &

Verification Code™

- - .
i ¥ Click to refresh image TAN

T For Tax Payers:

u If you are already registered in TRACES, please

Enter the text as
displayed in
erification Cod

Verification Code is mandatory login with your registered User Id (PAN),
Password & PAN else register as new user

Common Note:
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Welcome Page

Home | About Us | Contact Us

e-Tutonals | Related Links » | Logout Search Inw ':l.

,qpl,q‘m.Engunv

Dashboard

Quick Links
Challan Status

Request for Justification
Repart Download

Requast for Conso Fila
Download Form 16
Requested Crownloads

FAaN Verification

10 New

\')/ TDS

Centralized Processing Cell | TDS Reconciliation Analysis and Correction Enabling System

TRACES

Statements / Payments Defaults Communications Downloads

Welcome to TRACES!

TRACES iz a uger-friendly application that will help you to manage your TDS / TCS acocount.,
Some of the functionalities available through TRACES are listed belaw,

® Dashboard view presenting summary of your accaunt
§ Statements / Payments
n View challan status and challan consumption details

u View TDS-TCS Credit for a PAN and verify PAN of Tax Payer

B Downloads

8 Download requested files

# Download Form 16/ 164 Landing page will

» Profile be displayed

® Update Communication Details

=
Gavernment of Indis
Incwive Tan Departmant

S s |

Customer Care

Toll-Free: 1800 103 0344

E 0120 4814500

3 contactus@tdscpe.gov.in

User Login Details
TAN

IP:

Last logged inon:
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Steps to Register Digital Signature Certificate

Home | About Us | Contact Us | e-Tutonals | Related Linksv | Logout SearchIn v Ql ala A S B Engish [=]

Select
‘Profile’ tab

\\’)/ TDS |TRACES

Centralized Processing Cell | TDS Reconoiliation Analysis and Correction Enabling System

ils
- ‘Signature’ tab

Organisation Details  Communication Detalls  Signature ' Change Password User Management

*
You are yet to register your Digital Signature Certficate with TRACES. Click on ‘Register DSC' to start. Chck on Help menu to know more
about DSC registraton procass

Register DSC Click on *
Register DSC’

Dashboard Statements / Payments Defaults Communications Downloads Profile m
]
. Select ‘Digital
Signature under
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Steps to Register Digital Signature Certificate (Contd.)

- |
() Web Signer =B &
‘ Cenim _.-.,|||'-| wrssing Ul
Content to Sign The applet window will display
PAN of authorized person. Digital
e et signature certificate PFX file or
il Hard Token must be for the same ]
PAN.
Windows Store | BLaBEX 5
Comman Mams [==uer Mame Sarial Mo
best RPN TR0 e-dudhra Sub CA for Class 2 Gao... | 32495 | =
IE
Web signer 1.
: applet '
| View Cerbficate | window will Register | [ Cancel |
I appear )
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Steps to Register Digital Signature Certificate (Contd.)

Home | About Us | Contact Us | e-Tutorials | Related Links» | Logout Search In = Y
\/ Centralieed Proce
L
Dashboard \) I'DS
Ueniradverd Procesang (el
User Details

Type of Lsar : Dad

Drganisation De

0
You are yek to reg I .
about DSC regists WL SR LNl = Aol Wk [N IR AT Select Digital
¥ signature certificate
Register 050 for the same PAN
mentioned in the

applet window.
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Steps to Register Digital Signature Certificate (Contd.)

Home | About Us | Contact Us | Help | Related Lenks - | Logout

Gearch Inw

Qfflla|la|l sl i Enuish

P TDS  TRACES

Centralived Processing Cell | TDS Reconciliation Analysis and Correction Enabling System

Type of Ugar ; Daductor Admin

Drganisation Details Cormm

ﬂ Click on Regester button to regis

Aegisier D5C

Click on
IDKI

User Details Signing data with your private sechangs key |

A spphcation B egueding 500888 10 8 Probeciad bam.

g

Goearnvant of Inda

Tax D

Dashboard Statements [ Payments Dezfault Communication Downloads m

HManagement

Faseyword Tor
CryptaAP| Private Key | Enter ‘Password”
e which was set at
the time of
installing the
| ——— [ Concel | [ Detatn.. | certificate

©

Note : Feature is browser specific and depend on the security level set in internet

options
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Steps to Register Digital Signature Certificate (Contd.)

Horme | Abeut Us | Contact Us | e-Tutoriale | Related Links® | Logout Saarch In » Qa|alAa B | e[

\\')/ TDS | TRACES

Cenirafoed Processing Uell | TDS Reconcihiabion Analysis and pchion-Loablog L

rtificate details are displa

in a modal dialog window for

the certificate selected during
pistration process

Dashboard Statements / Payments

Serial Mumbser : M3
User Detal
Type of User 'B8UEdBY: teale eal teat
Issued Date : [5-Sap-2013
Organisal
Expiry Date - [5-Sep-2014
Certificate Class :
0 Click on "OK’
You are ye to successfully m knaw more
sbout DEC complete oK Camcel
registration
Register DSC

Note : Feature is browser specific and depend on the security level set in internet
options
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Steps to Register Digital Signature Certificate (Contd.)

Mome | About Us | Contact Us | e-Tutonals | Related Linkse | Logout Search In» “\ ALANLA S . Eﬂq&sﬁ{v_]

\\')/ TDS |TRACES g

Centralized Processing Cef | TDS Reconciliabon Analysis and Correction Enabling System

Dashboard Statements / Payments Defaults Communications Downloads Profile m

Digital Signature is registered
successfully against PAN of
authorised person and success

message is displayed
Organisation Details Communication Details  Signature o aSEWOr o ewer g eient
Digital Signature Certificate registered successfully ! Z

Digital Signature Cerntificate has been registered successfully for all TAN accounts having same Authorised Parson. You may use the
registered DSC for your actvities on TRACES. Income Tax Department encourages the usa of digital signature for faster submission
and processing of statements,

User Details
Type of User : Deductor Admin User Id : PFTST11

@ Cick on button to re-register Digtal Signature
Re-Register DSC

View Certificate Details

Note : Feature is browser specific and depend on the security level set in internet
options
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Steps to Register Digital Signature Certificate (Contd.)

Mome | About Us | Cantact Us | e-Tutorials | Related Links» | Logout Search In» QilallallA S . Eagish ||
2 TDS hod
\ / 0 TRACES &
Centralized Processing Cell | TDS Reconciliabon Analysis and Correction Enabling System o..,....,'.’..‘..
Income Tax
Dashboard Statements / Payments Defaults Communications Downloads Profile m
/‘/”-’ == VW“\\_\
oS Digital Signature is registered \\\
(’ successfully against PAN of \
Y"“' ?"‘“’ - % \\ authorised person and success /
ype of User : Deductor Admin User Id : 1 Y 4
N message is displayed - T
Organisation Details Communication Details Siqnalure// ’,.sr{!"m‘vo‘—m--nmm'qem‘e‘;t

— y
Digital Signature Certificate registered successfully ! //

Digital Signature Cerntificate has been registered successfully for all TAN accounts having same Authorised Parson. You may use the
registerad DSC for your actvities on TRACES, Income Tax Department encourages the usa of digital signature for faster submission
and processing of statements,

@ Ciick on button to re-register Digkal Signature
Re-Register DSC

View Certiicate Details

Note : User can view certificate details registered by clicking on the hyperlink by
navigating to ‘Signature’ tab or click on “Re-Register” button to re-register digital
signature certificate using the same process
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Steps to Register Digital Signature Certificate (Contd.)

Home

About Us | Contact Us |

e-Tutonals | Related Links» | Logout /"/ﬁamh.m;_\}xnﬁ\ AA R B esoen [&]
rror message will pop up indicating

\\')/ TDS

Centralized Processi

— 1T @

User Details
Type of User :

Organisation

You are yet to |

about DSC r

Register DSC

validation mismatch if user selects '
incorrect digital signature certificate ( not g
R P— associated with the same PAN) and will o T
not be allowed to proceed. e aemy

S Procesag Cdll

Content to Sign:

R emm—
Error

'g* Digital Signature Certificate credentials are invalid due to Pan mismatch, Do you want to try again?

10 know more
jew CAL su:zo« 7 - ‘ 32456 K|
test test bast e-Mudra Sub CA for Class 2 Gold... 34214 1=J
RAL Sub2CA [32455 | »l

oot ) o)
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Steps to Register Digital Signature Certificate (Contd.)

Hame | Abaut s | Conbact Us | &-Toleruals | Relsted Lnks Laga ik Saarch [n = "1., A £ i E - Engith ;

\‘\')/ TDS

Ceritraloed] Processmg Cell

TRACES g

DS Reconciliation Analysis and Correction Enabling System s o el

Tneama Tan Nagsrd mard

Dashboard Statements / Payments Dhefawlts Communications rownloads m m

My Profile

Uger Details
Typa of Uibar ¢ Dedsster Adirman e [d ¢ F

Organisation Details  Communication Details | Signature | Change Password | User Management
Digital Signature Certificate Detalls

AN

Cick on Signature tab
and view certificate

Senal Numiber

[ssund By detail
[ssued To

[ssund Date

Expiry Date

User can re-register the
new digital signature by
clicking here.

Cartficats Claps

n Click an butten to re-register Digital Signature

Ae Ragister DEC

Note : In case user tries to register / re-register with a digital signature certificate which
is already registered before, an error message is displayed on the screen : “Certificate
selected is already registered

Copyright © 2012 Income Tax Department
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Error Messages at the time of Register Digital Signature

\\')/ TDS | TRACES _g

Cenralined Pyocesing Cell | TDS Reconcillaton Analyses and Carrection Enabling System . -
s e [0 Dopartmmet
Dashboard Statements / Payments Defoults Communications Downloads m m
My Profile
User Details
Tyow of User | Deducter Adown User 1d ; PIVUSH34S

Ovganisation Detadis Communication Detalis Signatere  Change » d  User W 9
—

Cartificate salacted @ slrasdy regiatersd

Digital Signature Certificate Details
oay

Error message will be displayed i

Sena! Number

user tries to re-register the same
i digital signature certificate during
tasved To e period when certificate is val

e Ak
Lasued Date
Expiry Date
Comtilicate Class
lick on ‘Re-Register DSC
© Click on butten to re-register Dighal Sig for registering the renewed
= = certificate
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Error Messages at the time of Register Digital Signature (Contd.)

Mome

About Us | Comtect Us | e-Tutorials | Related Links « | Logout Search Ine ‘-\ ALTAILA ﬁ . Engish @

7

TS TRACES g

Organisation Detalls Communication Detalls Signature Change Password User Management
v —_—

Invalid DSC. Certficate selected & revoked

Error message will be
displayed in case DSC is
revoked

© You are yet to register your Digital Segnaty to start. Click on Help menu to know

more about DSC registration process

Centralived Processing Cell | TDS Reconciliation Analysis and Correction Enabling System Sovmmant of 00
Tacome Tas Departiment
Dashboard Statements / Payments Defaults Communications Downloads m m
My Profile
User Details
Type of User : Deductor Admin User Id

Copyright © 2012 Income Tax Department
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Error Messages at the time of Register Digital Signature (Contd.)

*rmmmnmwmnsmdm Update plug-in.. | Run this time Leamn more

Fome | Absut Us | Cortact Un | o Tutoriple | Related Liskse | Logeut Nv:ﬂw Q2 4 A REB ol
P TDS TRACES

Centralised Procewing Cel | TDS Reconclation Analyses

If  Java Plug-in’ error is displayed, then
‘Run this time’ button needs to be clicked
so that Web Signer can download on end
user's machine. If this is not allowed,
“System encountered technical problem”
will be displayed on the screen.

Dashboard Statements / Payments

User Details
Type of User | Deductor Admn User Id : 1

Organisation Details Communication Detads  Signature  Change Password  User Management
—

You are yet 10 coguter your Digtsl Signature Cotficate wmth TRACES. Ok on Regater DSC to start. Ok on Nelp mery 19 kncw more
adout OSC regatrabon proceds

Registor DSC
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Error Messages at the time of Register Digital Signature (Contd.)

Mome | About Us | Contact Us | e-Tutonals | Related Links < | Logout Search In QU 1 vA- A S B Englan -
u Centralized Processing Cell | TDS Reconciliation Analysis and Correction Enabling System m”,..,
Income Tan Department
Dashboard Statements / Payments Defaults Communications Downloads m m
My Profile
User Details
Type of User : Deductor Admin User [d :

Organisation Details Communication Details Stgnature Change Password User Management
m will be displayed if any o
the certificate verification activities fail.
In such case contact TRACES helpdesk or
send mail to contactus@tdscpc.gov.in

with error screen shot

Error occurred while DSC regustration, Please try after some time

© You are yet to register your Digitsl Signature Certificate with
more about DSC registration process

Register DSC

Copyright © 2012 Income Tax Department
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Error Messages at the time of Register Digital Signature (Contd.)

*When certificate registered is about to expire, a prompt will be shown on the screen
intimating the user regarding expiry of DSC. (“Your certificate will expire in ‘n’ days”)

o |f certificate registered earlier, has expired then previous certificate details will not be
shown to user. Instead, digital signature registration screen will be displayed with
“Register DSC” button for initiation of fresh DSC registration

e|n case certificate used has been revoked by certain Certifying Authority and Certificate
Revocation List maintained on the server has been updated with the corresponding
crl(certificate revoking list) file, user shall not be allowed to register revoked certificate
on TRACES. Error message will be displayed while registration.
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THANK YOU

Please Note

1) For Feedback : You can share your feedback on contactus@tdscpc.gov.in

2) For any Query : You can raise your concern on “Request for Resolution” as Online Grievance
on TRACES Website.

3) For any query related to website: You can raise your concern on below mentioned numbers
Toll Free Number - 1800103 0344
Land Line Number - 0120 4814600
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