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Digital Signature Registration
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Steps of Installation of Install Digital Signature certificate 
PFX file/Hard Token

Requirement for usage of Digital signature certificate :

• Valid Digital Signature should be obtained from Third Party Vendor.

• Only class 2 or class 3 digital Signature certificates are allowed for the purpose of

registration on TRACES.

• TRACES supports downloadable pfx files as well as Crypto Tokens (Hard Token) for

Digital Signature Registration.

• However, it is advisable to use certificate downloaded on hard crypto token (USB

protection device) .

• For Hard Token based certificates, please refer manual provided by Certifying

Authority for certificate download, enrollment and usage of hard token.
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Note : Feature is browser specific, depends on security settings set by admin and on 
the security level set in internet options. Since, user will be asked to provide the 
private key while installing the certificate, browser may not ask for key again.
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Steps of Installation of Digital Signature Certificate (Hard Token)
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For Hard Token based certificates, please refer manual provided by Certifying 
Authority for certificate download, enrollment and usage of hard token.



Login to TRACES
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Click on help icon 
next to each field 
for more details

For more details 
on any screen, 

click on Help icon

Enter the text as 
displayed in 

Verification Code

Enter TAN 

Enter userid 
and password
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Welcome Page

Landing page will 
be displayed
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Note : Feature is browser specific and depend on the security level set in internet 
options
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Note : Feature is browser specific and depend on the security level set in internet 
options
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Note : User can view certificate details registered by clicking on the hyperlink by 
navigating to ‘Signature’ tab or click on “Re-Register” button to re-register digital 
signature certificate using the same process
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Note : In case user tries to register / re-register with a digital signature certificate which 
is already registered before, an error message is displayed on the screen : “Certificate 
selected is already registered



Error Messages at the time of Register Digital Signature 
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•When certificate registered is about to expire, a prompt will be shown on the screen 
intimating the user regarding expiry of DSC. (“Your certificate will expire in ‘n’ days”)

• If certificate registered earlier, has expired then previous certificate details will not be 
shown to user. Instead, digital signature registration screen will be displayed with 
“Register DSC” button for initiation of fresh DSC registration

•In case certificate used has been revoked by certain Certifying Authority and Certificate 
Revocation List maintained on the server has been updated with the corresponding 
crl(certificate revoking list) file, user shall not be allowed to register revoked certificate 
on TRACES. Error message will be displayed while registration.



THANK YOU

Please Note 

1) For Feedback : You can share your feedback on contactus@tdscpc.gov.in

2)  For any Query : You can raise your concern on “Request for Resolution” as Online Grievance 
on TRACES Website.

3) For any query related to website: You can raise your concern on below mentioned numbers
Toll Free Number - 1800103 0344 
Land Line Number - 0120 4814600 
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